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1	Decision/action requested
Approve the new KI proposal to TR 33.740
2	References
[1]	
3	Rationale
The contribution proposes to add a Key Issue about Security and privacy of path switching between PC5 and Uu.
4	Detailed proposal
***BEGINNING OF THE 1st CHANGE***
[bookmark: scope]5.X	Key Issue #X: Security and privacy of path switching between PC5 and Uu
5.X.1	Key issue details
The Key Issue #3 in TR 23.700-33 [2] focusing on the trigger and path switch procedure of path switching between PC5 and Uu. This Key Issue is intended to cover the related security and privacy aspects of the path switching between PC5 and Uu. 
5.X.2	Security threats
If security activation status is not aligned on the PC5 and Uu links, the attacker could intercept the message exchange during the path switch procedures over the indirect link without confidentiality and/or integrity protection.
If security activation status is not aligned on the two indirect links, the attacker could intercept the data transferred over the link without confidentiality and/or integrity protection.
[bookmark: _Hlk114675524]If security and/or privacy measures are not considered and applied during and/or after the path switching procedures, an attacker can track the remote UE by linking the PC5 and Uu communications. 
5.X.3	Potential security requirements
[bookmark: _Hlk114675500][bookmark: _Hlk114675616]The 5G system shall support the means to consistently enforce security over PC5 and Uu communications. 
The 5G system shall protect the privacy of UEs during and/or after the path switching between PC5 and Uu communications. 

***END OF THE CHANGES***
	

